
 

 

 

 

Participant Services 
Circular 

 

Circular No.: NSDL/POLICY/2022/096                                                                         July 06, 2022  

 

Subject: SEBI circular on modification in Cyber Security and Cyber resilience framework for 

Stock Brokers / Depository Participants. 

 

Attention of Participants is invited to NSDL circular Nos. NSDL/POLICY/2018/0069 December 6, 2018 

(SEBI Circular No. SEBI/HO/MIRSD/CIR/PB/2018/147 December 03, 2018) and 

NSDL/POLICY/2022/083 dated June 13, 2022 (SEBI Circular 

No. SEBI/HO/MIRSD/TPD/P/CIR/2022/80 dated June 07, 2022) regarding Cyber Security and Cyber 

resilience framework for Stock Brokers / Depository Participants. 

 

In this regard, SEBI has issued Circular No. SEBI/HO/MIRSD/TPD/P/CIR/2022/93 dated June 30, 2022 

on modification in Cyber Security and Cyber resilience framework for Stock Brokers / Depository 

Participants (Copy enclosed). 

  

Participants are requested to take note of the above and ensure compliance. 

 

For and on behalf of  

National Securities Depository Limited 

 

Arockiaraj 

Manager 

 

 

 

 

FORTHCOMING COMPLIANCE 

Particulars Deadline Manner of sending Reference 

Investor Grievance Report (Monthly) By 10th of the 

following month. 

Through e-PASS Circular No. NSDL/POLICY/2015/0096 dated October 

29, 2015 

Artificial Intelligence /Machine Learning 

Reporting Form (if offering or using such 

technologies as defined) (Quarterly) 

July 15 Through e-PASS Circular No. NSDL/POLICY/2021/0102 dated October 

04, 2021 

Cyber Security & Cyber Resilience 

framework of Depository Participants 

(Quarterly) 

July 15 Through e-PASS 1. Circular no. NSDL/POLICY/2020/0069 dated May 15, 

2020. 2. Circular No. NSDL/POLICY/2021/0047 dated 

May 10, 2021 

Reporting of status of the alerts 

generated by Participants- (Quarterly) 

July 15 Through e-PASS 1. Circular No. NSDL/POLICY/2021/0072 dated July 15, 

2021 2. Circular No.: NSDL/POLICY/2022/001 dated 

January 03, 2022 

Compliance Certificate (half yearly) July 31 
 

Through e-PASS Circular No.: NSDL/POLICY/2020/0152 dated November 

19, 2020 
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CIRCULAR 

SEBI/HO/MIRSD/TPD/P/CIR/2022/93                                      June 30, 2022 

 

To 

All Recognized Stock Exchanges and Depositories 

 

Dear Sir/ Madam, 

 

Sub: - Modification in Cyber Security and Cyber resilience framework for Stock 

Brokers / Depository Participants 

 

1. SEBI vide circular dated 03 December 2018, 15 October 2019 and 07 June 2022 

prescribed framework for Cyber Security and Cyber Resilience for Stock Brokers / 

Depository Participants. 

 

2. In partial modification to Annexure 1 of SEBI circular dated December 03,2018 the 

paragraph-52 shall be read as under: 

 

52. All Cyber-attacks, threats, cyber-incidents and breaches experienced by 

Stock Brokers / Depositories Participants shall be reported to Stock Exchanges 

/ Depositories & SEBI within 6 hours of noticing / detecting such incidents or 

being brought to notice about such incidents.  

The incident shall also be reported to Indian Computer Emergency Response 

team (CERT-In) in accordance with the guidelines / directions issued by CERT-In 

from time to time. Additionally, the Stock Brokers / Depository Participants, 

whose systems have been identified as “Protected system” by National Critical 

Information Infrastructure Protection Centre (NCIIPC) shall also report the 

incident to NCIIPC.  

The quarterly  reports  containing  information  on  cyber-attacks, threats, 

cyber-incidents and breaches experienced by Stock Brokers / Depository 

Participants and measures taken to mitigate vulnerabilities, threats and 
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attacks including information on bugs / vulnerabilities, threats that may be 

useful for other Stock Brokers / Depository Participants / Exchanges 

/Depositories and SEBI shall be submitted  to Stock Exchanges / Depositories 

within 15 days from the quarter ended June, September, December and March 

of every year. The above information shall be shared to SEBI through the 

dedicated e-mail id: sbdp-cyberincidents@sebi.gov.in. 

 

3. Stock Brokers / Depository Participants shall take necessary action for 

implementation of the circular.  

 

4. Stock Exchanges and Depositories shall; 

a) make necessary amendments to the relevant byelaws, rules and regulations 

for the implementation of the above direction and 

b) bring the provisions of this circular to the notice of their members/participants 

and also disseminate the same on their websites. 

 

5. The provisions of the Circular shall come into force with immediate effect. 

 

6. This circular is being issued in exercise of powers conferred under Section 11 (1) 

of the Securities and Exchange Board of India Act, 1992 to protect the interests of 

investors in securities and to promote the development of, and to regulate the 

securities market. 

 

 

Yours faithfully, 

 

Vishal M Padole 

Deputy General Manager 

MIRSD 

Tel. No: 022 26449247 

Email ID: vishalp@sebi.gov.in 
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